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1. Digital ID: Inevitable growth

signing into banking, are now being conducted digitally. 

 

the workplace, education and health. It is needed for creating accounts, making transactions 

seeks to highlight opportunities in the digital ID space by examining existing use cases, 

inherent, accumulated, and assigned attributes (see Exhibit 1).

EXECUTIVE SUMMARY

Inherent attributes1

Accumulated attributes2

Assigned attributes3
ID 
No.

Telecom operator 

subscription/

phone number

IP number

Official ID 

documents

Location/address

Social media network

Behavior on the web

Digital footprint

Credit card number

Buying behavior

Professional 

network

Email address

Customer, 

employee or 

student number

Age and 

biometric 

data

EXHIBIT 1



In the early 2000s, with the proliferation of mobile telecommunications, digital banking and 

the emergence of social media platforms, users started to choose third parties they trusted 

play a fundamental role at this stage, formulating and managing the identity framework and 

In the late 2010s, with more attention being paid to customer experience, data control and 

see Exhibit 2).

with a public entity. 

 

 

a higher risk of identity theft. 

1995 2006 2019
Year of 

appearance

Description A single provider – generally public – 

establishes and manages the identity of 

users

A trusted third party guarantees the 

user's identity to a service provider by 

transmitting or checking the user's 

attributes to the service provider

The user manages his/her identity based 

on a portfolio of attributes provided and 

verified by an ecosystem of attribute 

providers, and controls Telco players' 

access to his attributes

�
�

Monopoly risk

Complexity (technical, governance) Complex governance

Technology under development

Network effects take longer to initiate

Provides security and trust, especially in 

the KYC process

Users can have access to a wide range 

of services with a more efficient and 

seamless experience

Increased user control and trust 

resulting in a better user experience

Benefits

Dis-

advantages

Examples

Centralized ID system Federated ID system Self-sovereign ID system

e-Devlet Aadhaar

Fedict
Republic of Estonia 

Government

Facebook BankID itsme®

Mobile 

Connect

ZenKey

GOV.UK Turkcell

ICONLOOP Turkcell

Korea Financial Telecommunications 

and Clearings Institute

EXHIBIT 2

2



3

1.1. Market size, key drivers and trends

The global digital ID market is predicted to be worth approximately US$ 33 billion in 2025. 

see Exhibit 3). The double-digit growth will principally result from a 

greater focus on customer experience, the escalating risk of cyber fraud and identity theft, 

and the increasing use of biometrics.

COVID-19 has accelerated the shift to digital processes including e-commerce. As a result, 

cyberattacks, the use of digital ID solutions has proliferated in monetary transactions on 

and creates an ideal foundation for considerable expansion. For example, in Turkey, the 

wider adoption of digital ID solutions, and hence stimulated market growth; with the 

 

 

half of 2020 in Turkey, of which 700,000 were mobile signatures. 

means of a digital ID authentication process (e-KYC). 

�

2020

15.7

2025

33.0

+16%

EXHIBIT 3



Strategy&   |   Digital identity: Opportunities and challenges4

1.2. Market segments

business-(to-business)-to-consumer (B2(B2)C). 

authenticating transactions. 

see Exhibit 4).

Clients

Revenue 

model

Value 

proposition

Market 

maturity

B2B market B2C/B2B2C market

Introduction

S
a
le

s

S
a
le

s

Growth Maturity DeclineIntroduction Growth Maturity

B2B market

B2C market

Decline

TimeTime

 Public or private organizations (e.g. companies, 
governments)

 End-users (e.g. internet surfers, application users)

 Service providers

 Paid

 Software revenue models (e.g. subscription, license etc.)

 Mostly free for end users

 Revenues from service providers

 Provide organizations with solutions to manage the access, 
authentication and the identification of their employees or 
clients (e.g. identity management)

 Provide a verified identity and/or secure transactions for 
Telco players (e.g. database check, document verification, 
authentication, etc.)

EXHIBIT 4

Key characteristics of the B2B and B2(B2)C market
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The B2B market comprises two segments, namely identity management and access 

management. Most of the market is concentrated on identity management/single sign-on 

see 
Exhibit 5).

Identity management Access management

 Solutions to manage the identity 
life cycle and automate the 
process for granting, changing 
and auditing access rights

 Includes granular authorization, 
roles-based access control 
(RBAC), policy rights, and risk 
and entitlement management

 Solutions to incorporate public 
key infrastructure, software 
tokens and platforms to increase 
knowledge based authentication

 Includes what the user knows 
(e.g. passwords and pins), 
what he has (e.g. ATM card) 
and what he is (e.g. biometric 
characteristic)

 Solutions used to manage 
different levels of identity 
and security access

 Provides password vaults, 
session monitoring and 
recording, and fine-grained 
authorization for user accounts 
not assigned to a users 
(normal, superusers, shared 
accounts etc.)

 Legacy solutions previously used 
to manage identity life cycle

 Includes RACF, Top Secret, and 
ACF2, commonly used in large 
mainframe environments

Legacy 

authorization

Advanced 

authentication

Identify 

management/

SSO

Privileged access 

management

56% 26% 14% 4%

EXHIBIT 5

The B2B identity market is concentrated on identity management/ 

 

what the user knows, s/he has and s/he is.”
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authentication. New account creation and subscription to applications or platforms are 

authentication are the main use cases for the latter (see Exhibit 6).

Description Cross-check the 

identity of the new 

user with that of 

one or more service 

provider databases

Prove that the specific 

attributes are related 

to the user

Authenticate the 

registered user with 

a single factor

Authenticate the 

registered user 

through multiple 

factors of his/her 

choosing

Authenticate the 

registered user 

through multiple 

factors, related to 

fraud control

Examples Match the user's ID 

with: the identity of

 his operator, a bank 

account, or a credit 

bureau, etc.

Users scan or read 

their ID cards and 

take a video of 

their face

A login/password pair The association of: 

a login/password 

pair, a terminal,

 a SIM card, a PKI 

key, etc.

Fraud alerts: 

MSISDN, contract 

holder, certificate 

of residence, SIM 

swap, call forward, 

purchasing behavior, 

location, etc.

Checking against a 

database

Official document/

biometric check

SFA MFA RBA

Subscription to an 

insurance contract 

Creating new 

accounts

Login to 

the service 

Transaction 

authentication

Reducing fraud in 

online transactions

Selected

benchmarks
AXA Airbnb Facebook 3-D Secure Amazon Fnac

Identification (ID verification)A User authenticationB

EXHIBIT 6

B2(B2)C Digital ID market segments

as checking against a database and authentication including 

single and multiple factor authentication.”
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1.3. Key success factors

see Exhibit 7). 

State intervention

Moderate

Low

High

Typology of dominant actors

Level of

maturity

Operators

L
o

w
M

e
d

iu
m

H
ig

h

Banks

United

Kingdom

Denmark

Estonia

Turkey

Russia

Brazil

Argentina

Nigeria

Lithuania

Latvia

Finland

Canada

United

States

South 

Korea Sweden

Norway

Belgium

Germany

Indutrials Public

EXHIBIT 7
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Service providers End usersA B

Relevance and 

transparency of 

the solution

Robust identity attribute verification with a 

high level of security, used for the Identity 

Providers’s own customers

User confidence: commitment in terms of 

data protection, technologies, etc.

Suitable for 

network effects

Broad coverage of the population with 

a single solution combined with the 

possibility of covering the entire population

Adoption of the solution by service 

provider partners

Seamless integration between Service 

Provider and Identity Solution Provider 

UX: neutral branding, simplified path, etc.

Ease of use of the solution for the 

end user

Simple to use, 

generating little 

interference

Simplicity of the 

business model

Simplicity of the pricing model, based on 

a volumetric model: free-for-service or 

per user

Free solution for the end user

EXHIBIT 8

1.  

2.  

4. The design of the user experience is critical, with a seamless integration  

5.  

to end users (see Exhibit 8). 

3. industries to ensure that this happens (this has occurred, for example, in the  
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1.4. Issues, risks and threats

 

 

 

1. Regulation

 

The authorities must put in place clear and stable rules on how 

personal data should be collected, processed and shared. In 

addition, regulations that encourage the usage of digital ID, for 

example in South Korea with an obligation to check the age of 

user for all e-commerce transactions, boosted the adoption of this 

particular use-case. 

 

2. Customer 

experience

 

seamless experience. Indeed, this has become a prerequisite for all 

digital applications. Players need to pay attention to the customer 

journey and focus on launching customer-centric solutions. Finding 

 

 

3. Scale and 

coverage

 

(the chicken and egg syndrome). 

 

4. Monetization

 

reluctant to pay additional fees for digital ID applications. There is 

a growing number of use cases for which users are willing to pay, 

cases is still limited.  
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2. Collaboration and scale are essential

seeking opportunities so that they can maintain their differentiation in the marketplace. In many 

markets, these players often collaborate to launch or participate in digital identity solutions. 

see Exhibit 9).

Forming a consortium is critical to generating the necessary scale when players in the  

same industry, or from different industries, seek to offer digital ID solutions. Zenkey in the 

and mobile operators. Zenkey uses the joint database of the operators, hence the required 

identity authentication.  

One 

operator

1 3 4 7 4 3 3 1 4 1

X Consortium
Common 

technological 

hub

Collaboration with …

… all operators … banks
… of 

industrialists

JV

Turkcell PASS ZenKey
Mobile 

connect
MobileID Mobiil-ID BankID itsme® Verified.Me Verimi

50% market 

share, 2nd 

application 

dev.

Coverage by 

OTT from 

2017

Interopera-

bility of 

solutions 

from 2015 

onwards after 

10 years of 

independence

Creation of 

�
between all 

operators in 

2018

Launch in 

2019

Gathering 

around 

Mobile 

Connect in 

2017 thanks 

to a techno-

logy hub 

(WSO2.Telco)

Gathering 

around 

Mobile 

Connect in 

2017 

Creation of a 

Opening to 

other 

operators 

from 2009

Creation of a 

then opening 

to other 

operators

Creation of a 

operators in 

2018 to 

participate in 

SecureKey

Creation of a  

Launch of 

Itsme in 2017

Creation of a 

Launch in 

2018

EXHIBIT 9



Strategy&   |   Digital identity: Opportunities and challenges 11

possible such as connectID in Australia, which combines digital ID with payments and loyalty 

programs. As a mass-market digital identity hub for the Australian digital ecosystem, connectID 

scheme EFTPOS, which has access to more than 40 million bank accounts. By seamlessly 

The experience of these players offers some important lessons that telecom operators, 

• Success requires security and superior user experience. 

• 

common.

• 

• 

• 

•  

adopter discounts. 

• 

opportunity.

• Telecom operators are more likely to adopt cross-carrier solutions rather than act alone. 

• 

• The onboarding process needs to be seamless.

• 

• 

• An adequate number of use cases is critical for increasing adoption and consumer trust.
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3. Conclusion: How to succeed

 

the current market, learning from past successes and failures.

creation? (for example, it is important 

to decide whether to be an attribute 

 

or a solution reseller)

partnership or regional expansion)

What are the main pillars of a go-to- 

market plan? What are the key 

milestones? How should success  

be measured?

What is the right promotion/marketing 

strategy and go-to-market strategy for 

Are there any opportunities to  

 

or a consortium with other digital  

or technology companies?
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identity market. 

strategy is critical.

1

Intensifying competition, especially from biometric-based and document 

capabilities through partnerships or acquisitions.

4

 

(IDV), attribute aggregation, user authentication and others, such as 2

It is possible to reduce costs through a streamlined KYC process, better fraud 

5

3

streamlining the onboarding processes and ensuring data security.  

attracting more customers.

6

support companies in launching and expanding digital ID solutions.
7
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